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HpHJIO)KeHI/Ie KBbM ,,MeXﬁHI/B'])M 3a HpOTHBO)IeﬁCTBHe Ha HACHJIHUETO U TOpMO3a B
HHCTHTYIHUTE B CHUCTEMaAaTa HAa NMPCAYYMW/IHINTHO U YIWJIHIHOTO 06p330BaHHe“

IMPABUJIA
3a 0e30MacHOCT Ha JelaTa U yYEHULIUTE B
KOMITFOTBPHATa MpEXa B YUYHIIHUIIETO ¥ B UHTEPHET

Te3u npaBuia ca pazpadorenu ot JlbpikaBHaTa areHIus 3a 3aKpuila Ha AETETO, BIapTHHOPCTBO
¢ 'maBua gupexkuus ,.bopbGa c opranuszupanara npectbnHoct", HanuonaneH ueHTBp 3a
Oe3omaceH MHTepHET, MHHHCTEPCTBO HaoOpa30BaHMETO W HaykaTa, PernoHaiHo ympaBlieHHE Ha
obpazoBanuero - Codusi- rpaa, pHKOBOAWTENN Ha oOpazoBarenmHu HHCTUTYHHH OT Chio3a Ha
paboToiaTenuTe BCUCTEMaTa Ha HapoiHaTa npocBeta B bwirapus, CrpykeHnero Ha AUPEKTOPUTE B
cpenHoTo obpa3oBaHue Ha PernyOnuka boarapus.

HeJII/ITe Ha NMpaB®JIaTa ca a ce:

*rapaHTupa NpaBOTO HA [eTeTO/yYeHMIHUTE Ha JOCTHN /0 MOAXOASINA
HH(pOpMAaLUs M MATePUAJIN B MpeKaTa;

* OChHIIECTBH TNpPEeBEHIUsI W CHHTe3HMpPa HAa e€AHO MsCTO HHpopManusTa 3a
ONACHOCTHTE B MHTEPHET;

*NpeAOoCTaBAT KOHKPETHM HACOKHM 3a 3aKpHMJia Ha JeTeTo U 0e30macHo
NoBe/leHNe B KOMIIOTHLPHATA MpPeKa B JeTCKaTa rpaJuHa U B YYHJIUIIE U B MHTEPHET;

*noJ00pU KOOPAMHANMATA M OTFOBOPHOCTUTE HA YYaCTHHUUTEe H/UJIHU
BCUYKHU 3aMHTEPECOBAHM CTPAHM.

OTroBopHOCTTA 3a TrapaHTUpaHE MpaBaTa Ha JelaTa v 3aliiuTa Ha TEXHUTE UHTEPECH € CIIOJIeIeHa
OTTOBOPHOCT MEXKIY CEMEHCTBOTO, OOIIECTBOTO U JbpiKaBaTa, Ype3 HEWHUTEOPraHu M UHCTUTYIIUU.
Brorpeku ToBa, Ta3u OTTOBOPHOCT € pasIpe/iesieHa, KaTo TS ce maja
MIPHOPUTETHO HAa CEMEHCTBOTO, MO-CIICIIUATHO HA POJUTEIUTE, HACTOWHWIIUTE, TOMNCUUTEIUTE WM
JPYTUTE JIUIQA, IpU KOUTO JETETO € HACTaHEHO, TOraBa KoraTo € Ouia MmpernpreTa MspKa 3a3akpuia o
OTHOLIEHHE Ha Hero. OTUUTAWKU TpyAOBaTa aHTOKUPAHOCT HA POJIUTEIUTE, B HAKOM OT CIy4auTe U
TPYAHOCTUTE, KOUTO M3MUTBAT B OTTJIEKAAHETO U BB3INUTAHUETO HA JIETETO, B OCHOBOIOJArallus
MEKyHApOJEH aKT 3a npaBara Ha nereto Konsenmnusita Ha OOH 3a npaBaTa Ha A€TE€TO, KAaKTO U B
peaniia HOpMaTHUBHU aKTOBE OT HAI[MOHATHOTO HU 3aKOHOJATENICTBO, € MOCOYEHO KaK OOIIEeCTBOTO,
COIIMANTHUTE W 0Opa30BaTETHUTE MHCTUTYILIMH, M IbpKaBaTra M3ITBJIHIBAT T€3U CBOM OTTOBOPHOCTH 32
OKa3BaHE Ha aJIeKBaTHA MOJIKpEra Ha CEMEICTBOTO, 3a 3aKpHJia Ha JIETETO M 3a 3alluTa Ha HETOBUTE
MpaBa U UHTEPECH.

Cernacio KouBenumsta Ha OOH 3a mpaBata Ha JAeTe€TO, POAMTENIUTE HMaT
I'BPBOCTENIEHHA OTTOBOPHOCT 3a OCUTYpsIBAHE BHCIIUTE HWHTEPECH Ha JETeTo na ObaaT
IBPBOCTENIEHHO ChoOpakeHHe. Pomutenure wim, coopen ciydas, 3aKOHHUTE HACTONHUIIH,
MOMEYUTENIM WU JPYrd JKLa, TP KOUTO JETETO € HACTAaHEHO, HOCAT OTrOBOPHOCT 3a
OTTJICKAAHETO U Pa3BUTUETO HA JIETETO.

JbpkaBarta, upe3 HEHHUTE OpraHu, TPsIOBa J1a MpeANpUeMe MOIXO ST CTHIIKH, 32 1a
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MOJIKPENH POJIUTEIUTE TPH U3ITBITHEHUETO HA TEXHUTE OTTOBOPHOCTH. AKO HAKOU POJUTEIHHE MOTAT
WM Ce€ 3aTPyJHSBAT, TO B TE€3W CIy4ad CE HAMECBAT OTTOBOPHHUTE IbPKABHU WHCTUTYIIMH, 32 J1a
OCUTYPSAT CIa3BaHETO Ha MpaBaTa Ha JIETETO U 33JJ0BOJISIBAHETO HA HETOBHUTE HYXKIH. 3aIbJDKEHHE HA
IbpKaBaTa € OCUTYPSBAHE Pa3BUTHETO HA MHCTUTYIIMH, 3aBEACHUS W YCIYTU. B Ta3u Bpb3Ka poisita
Ha 00pa30BaTEITHUTE MHCTUTYIIMH € M3KIIIOYUTEITHO BaXKHA M KIIFOYOBA. Te Morar sia IonpuHecar 3a
00yUYEHHETO U MPEBEHIIMITA HAPHCKOBETE HE CaMO Ha JIeIaTa, HO M Ha POJUTEIIHUTE, KaTo MO TO3W HAaYWH
Morar Jia MMaT JBOWHATON3a 3a Jenara. B Tasum mocoka HACTOSAIIMTE IpaBWia, JaBaT OCHOBHH
MO3HAHUS 3a OMACHOCTHTE, KOMTO KpHE BHPTYATHOTO MPOCTPAHCTBO C II€JT OCHTYpsIBAaHE 3aKpuiiaTta Ha
JIETETO OT BPEIHH 332 HETO HHPOPMAIIHS, MATCPUATA K KOHTAKTH.

OcCHOBHHTEe TNPUHIUNU 32 paboTa B KOMIIOThPHATa MpEka B JIETCKa TpaJuHau
VYUJIUIINE ¥ B MHTEPHET ca:

1. PaBeH IOCTHI HA BCUYKH JIel[da U YUYCHHUIIH;

2. 3amuTa Ha Jerara W YYSHUIIUTE OT BPEIHO WJIM HE3aKOHHO ChIbPXKAHWEC U
nHpoOpMaIusd KaTO: CaMOHapaHsIBaHE, TBPrOBUS C HAPKOTHUIIH, Xas3apr,
MpoIaraHnpaHe Ha BPETHU M OTTACHU HABUITM U JICUCTBHS KaTO aHOPEKCHSI, Oy THMUS,
nopHorpadus, TojliepupaHe Ha pa3audyHu GOpMHU Ha
HacuJiMe, MPOIOBSJBAHE HA TEPOPU3BM, CTHHYECKA W PEIUTHO3HA
HETOJEPAHTHOCT, CAaMOYOUICTBO U JIp.;

3. 3auuTaHe W 3alHUTa HAa JUYHATAa HEMPHUKOCHOBEHOCT;

[TonroToBKa W KOHTPOJ Ha Jelara W YyYCHHUIMTE 3a Oe30MacHO u
OTTOBOPHO TMOBEJICHUE OHJIAINH;

5. ChTpyAHMYECTBO B JyX Ha TOJIPAHTHOCT M JOOPOHAMEPEHOCT MEXKIy IeTCKara

rpaJiiHa/yIMIIMILIETO ¥ POIUTEINTE/HACTOMHUIIUTE.

KomMnwTbhpHaTra Mpeka B JeTCKa TI'pajJMHa W YYHJHIIE C€ H3IMO0JI3BAB
MeJarorMYeCKUTe CUTYyallMM W Y4eOHM 4YacoBe caMo 3a oOpa3oBaTelHu Iieid. Llsimara mpexa
oOxBala KOMIIOTPUTE, CBbP3aHU C KaOCTHU W/UIU O€3)KMYHU BPB3KH,

CHUTYUPAHU B KOMITIOTHPHHUTE KaOMHETH, OOOPYJIBAaHU KJIIACHU CTaW M aJIMHHHCTPATHBHHUTE
MOMEINEHUsT Ha oOpa3oBaTellHaTa HWHCTHTYIHS, KaKTO MW yCTpoiicTBata (IepCOHATHHU
cMapThOHH, JTANTONU U TabJIETH) ¢ O€3KUYCH JOCTHIT JOUHTEPHET.

JlenaTa ¥ y4YeHHIIMTe UMAaT NPaBO Ha:

1. PaBeH mocThn 10 Mpexara Ha oOpa3oBaTelHaTa MHCTUTYLUS, C W3KIIOYCHHE Ha
KOMITIOTPUTE B aIMUHHUCTPATHBHUTE IIOMEIICHUS.

2. Pabora c ycrtpoiicTBara (KOMMIOTpPH, JanTonu H TablleTH) B Mpexara ¢
MOJIKpernara Ha MeJAaroruyecky CrelnaimcT.

3. OOyuenue 3a 0e30macHO M OTTOBOPHO IOBEJIEHHWE B Mpexara Ha oOpasoBaTenHara
WHCTUTYLUSI U B UHTEPHET.

4. Wudopmanus 3a mpaBuiaTta 3a paboTa B Mpexara.

Curypna nu¢poBa cpena B JeTCKaTa T'pajuHa M YYUIUILETO.

6. IlomsBane Ha MOOMJIHHTE CH YCTPOWCTBa M3BBH Y4eOHHs mpolec (MoYMBKaTa

o



U MeXJydacusTa), a IpM U3pUYHO YKa3aHUE HA YUYUTEJI - U B
yueOHUs dYac/menarorniaeckara CUTyalus 3a MeJUTe Ha Y4eOHUs TpoIiec.

BAJKHO! IlpaBuiata 3a 6e3omacHa paboTa B UHTEpHET, KOWTO JIelaTa U YYCHHULIUTE ca
3abJDKEHHU J]a CIIa3BaT, Ce MOCTABAT HAa BUAHO MSCTO B 00pa30BaTEIHATAMHCTHTYLHUS, KAKTO U B
KOMIIOTBPHUTE KaOWHETH, Taka W Ha caiiTa Ha JeTcKara rpaJuHa/ydwiniiero. B Hagamoto Ha
yq66HaTa IoaAuHa I10 IO AXO A1 Ha4YuH BCHUYKH Jcna u TCXHUTEC
pOAUTENN/HACTOWHHUIUA/TIOTICYUTENIN CE 3aII03HABAT C THAX.

He[[aFOSI/ITC NEPUOANYIHO HAIIOMHAT 34 TAX U 3a CUTYPHOCTTA B MHTCPHCT B HOIIXOI[?IHII/I(l)OpMI/I u
)ICi/JIHOCTH, B KOUTO C€ BKJIOYBAT )IeHaTa/yquHHHTG U POJUTECIINUTC UM.

Yact |. OTroBOpHOCTH HAa PHKOBOJAUTEIUTE Ha 00pa30BaTEIHUTE MHCTUTYIHUHU, Ha
npodecruoHanucTuTe, paboTemu ¢ Aena U ¢ MHPOPMALMOHHO- KOMYHHMKAIlMOHHHU
texnonoruu (UKT).

JAupekTOpbT Ha JeTCKaTa TpaJuHa/yIHJIUIIETO:

1. Opranusupa AeifHOCTTA MO0 M3MTBJIHEHUETO HA TE3W TpaBWja, W OCHUTYpSBa JOCTHI 0
KOMIIOThPHATA Mpeka, €QEKTHUBEH ¢ TIOCTOSIHEH KOHTPOJI, IUJIAaHUPAHETO Ha MEPKH TIO0
OopraHM3aiusaTa 3a Cla3BaHe Ha IpaBHiiaTa 3a padoTaTa Ha JenaTa M YYEHULUTE B Mpexara M
3aIMTa OT BPEAHO WJIM HE3aKOHHO ChIBP)KAHUE B MHTEPHET.

2. OcurypsBa Mpu TeXHHUYECKa BB3MOXKHOCT MpOClesiBaHE Ha
TpaduKa, OCHIIECTBABAH UPE3 MpexkaTa Ha 0Opa3oBaTeIHaTa HHCTUTYIUS.
3. [Ipn KoHcTaTHMpaHe Ha cCilIydyad Ha KHOEpTOpPMO3, HE3aKOHHO ChIbP’KaHUEH

MOBEICHHE B Mpekara Ha 00pa3oBaTeHATa WHCTUTYIUS W/HWIM B UHTEPHET
yBeJOMsBa He3ab0aBHO KOMMIETEHTHUTE opraHu - Jupekmnusa ,,ComuaiHomoanomarane’, mo
MecTonpeOrBaBaHe Ha jaereTo u [ maBHa nupexius ,,bopbda c
OpraHu3MpaHaTa MPeCThITHOCT", CHeUaIn3upaHusIT otaen ,,Kuobepnpecrrnnoct”" va MBP. B
TE3U CIy4al OKa3Ba HY)KHOTO ChJCHCTBUE Ha KOMIIETEHTHUTE OPTaHH C L1l
yCTaHOBSIBAHE HAa M3BBPUIUTENHUTE M MNpeANpueMa MEpKH 3a MNPOTHUBOJACHCTBUEU
IpeMaxBaHe Ha ChOTBETHOTO ChIbpXKAHHE OT Mpekara Ha oOpazoBaTelHaTa MHCTUTYLUA. Moxke
Jla TI0JTy4yaBa M KOHCYJITAHTCKa rmomoi oT Hanmonanaus neHThp 3a 6e30maceH UHTEPHET.

4. Opranusupa B HadajloTO Ha BCSKa ydyeOHa TroAMHA 3allO3HAaBaHE Ha Jenara u
YUEHUIIUTE U POJUTENUTE/HACTOMHUIIUTE C MpaBuiaTa 3a O6e3omnacHa paboTa B Mpeara.

5. OcurypsiBa OTTOBOPHO JUIE (CIYKUTEN WJIA HaeT BBHHIIEH CHEIHANIMCT), KOETO a
U3MBIHABA (DYHKIIMUTE HA CUCTEMEH aIMUHUCTPATOP.

Y4ureanre, neIaroru4ecKuTe CeUAJINCTH U pbKOBOAUTeUTe noHanpasiaenne UKT
ca IIBKHHU Ja:
1. PazscusBar mnpaBmiata 3a 0e€30MacHO M OTTOBOPHO TMOBeAeHHME Tpu pabota B
MpekaTa Ha 00pa3oBaTeIHaTa MHCTUTYIUS U B UHTEPHET.
2. OcolecTBABaT MOCTOSHHO HAOMIOJCHHWE W KOHTPOJ BBPXy paboTara Ha jenara u
YUEHUIIUTE B MpekaTa Ha o0pa3oBareIHaTa MHCTUTYIHS B y4eOHO BpeMe.
3. Ipenmpuemar He3abaBHM MEpKH 3a MPEyCTAHOBSIBAHE HA JIOCTHIIA HA JieraTa U



YUEHUITUTE IO HE3aKOHHO U BPEIHO ChIbPKAHUE B MpEXKara.

4. YBenomsBar He3a0aBHO AMPEKTOpA Ha JeTCKaTa rpauHa/yqHIUIIETO MIPHU HapylIaBaHe
Ha TMpaBuUiiaTa, CIydad Ha KHOePTOPMO3 WM MPU YCTAaHOBSIBAHE HAHE3aKOHHO U BPEIHO
CbAbpKaHUC NI IIOBCACHUC B MpPECKaTa.

5. Oka3BaT moJKpena Ha Jela ¥ YYeHHUIU - 00CKT Ha KuOepTOpMO3, upes
IOIbpBOHAa4YajlHa MCHUXOJOINYCCKa MOAKPECIIa OT YYUIHNIICH
MCUXOJIOT 32 CHMWI)KaBaHE Ha HANPEKEHHETO Yy JIETETO.

6. Curnamusupar npu HeobxomumocT Hupekuus ,,CoumanHo moamnomMarane" mo
MECTO)XKMBECHE Ha JETETO/y4eHHMKa C LIeJ OLICHSBaHE Ha HYXKJaTa OT HACOYBAaHE KbM
COILIMAJIHU YCITyT'H 32 OKa3BaHE Ha IOCJIeBaIla MMOIKPEra.

CucreMHUAT agMMHHUCTPATOpP (CIyXUTen B oOpa3oBaTelHaTa MHCTUTYLHS WU HaeT
BBHIIICH CTICIIHAIIUCT):

1. OcurypsiBa o6mara 06e30mMacHOCT U (QYHKIIMOHATHOCT Ha Mpexkara.

2. Ilpemmara m mpuiara MepKd, OrpaHHYaBAIlX JOCTHIIA Ha Jenara W yICHHIIUTE 10
BPEIHO WJIM HE3aKOHHO ChIbPXKAHWE W TIOBEJICHUE B HHTEPHET B
CHOTBETCTBHUE C JIEHCTBAIIOTO 3aKOHOJATENICTBO Ha PemyOnuka bearapus.

3. /3BbpmBa mepHoAWYEeH TMperiie]] Ha KOMIIOTBPHATA Mpexa Ha oOpas3oBaTeiHaTa
WHCTHTYIUS 32 HAJTMYUE HA BB3MOYKHH 3aIUIaXH M PHCKOBE 332 CHTYPHOCTTA Ha JeriaTa u

YUEHHUIUTE pU paboTa B UHTEPHET.

4. Cnemn TpaduKka, OCBIIECTBIBAH 4Ype3 KOMITIOThpPHATa Mpeka Ha 0Opa3oBaTeIHATa
WHCTHUTYIHSI.

5. TIlpemnpuema He3a0aBHM MEpKH 3a IPEYCTAaHOBSIBAaHE Ha JOCThIIA Ha Jenarau
YUCHHIIUTE J0 HE3aKOHHO W BPEIHO ChABPKAHHE B MpEKaTa.

6. YBemomsBa He3a0aBHO AUpPEKTOpa Ha JAeTCKaTa T'pajuHa/yIUIHIIETO NPH

ciydan Ha kuOepTopMo3, HapyliaBaHe Ha IMpaBujaTa UIH MpU
yCTAaHOBSIBAaHE Ha HE3aKOHHO ChAbP)KAHWE WJIM TIOBEJIECHUE B MpexKaTa.

7. CpueiicTBa 3a yCTaHOBSIBAHE Ha HU3BBPIIMTENM Ha KHOEPTOPMO3 H
npuiara MEpKH 3a OrpaHMYaBaHe Ha TaKWBa CIIydau.

Yacrt Il. [IpaBa 4 OTTOBOPHOCTH HA POJAUTEJHUTE

Poaurenute mmat mpaso na:
1. IlonmyuaBat mHpOpMaIUs 3a PUCKOBETE W 3aIlJIaXUTE 3a
0e3omacHOCTTa Ha TEXHUTE Jiella Mpy paboTa B HWHTEPHET B JETCKaTa
rpaguHa/yquIniIieTo U BKBIIH.
2. bwpaar cBoeBpeMeHHO HHPOPMHUpPAHU, aKO AETETO UM € OOEKT Ha
KHOEepTOpPMO3 B JIeTCKaTa TpajrHa/yqUIUIIETO.
3. YyacTBaT ChbBMECTHO C pbKOBOJCTBOTO Ha 00pa3zoBaTeHaTa UHCTUTYIIUS
MpH pa3pelraBaHe Ha BCEKH KOHKpETEeH mpobiem,
CBBbp3aH C HapyllaBaHE Ha MpaBUJlaTa OT CTpaHA HAa TEXHUTE Jella.
4. YyacTBaT CbC CBOM MPEUIOKEHUS B OINPEIACISIHETO HAa MpaBHIIaTa U
MEpKuUTe 3a 0Oe30macHO U3MOJI3BAaHE HA WHTEpPHET B JeTcKara
rpaJuHa/yYHIIUIIETO.
5. Ilomyuar wnHpopMamms 3a HHOOPMANHMOHHO-CUTHAIM3ANUOHHY IIATPOPMHU KaTo:

www.2dbop.bg;www.cybercrime.bg;www.spasidete.com;www.safenet.bg
: www.facebook. com/bgcybercrime.

PoauresnTe HOCAT OTTOBOPHOCT Ja:
1. TlomorHaT Ha JEeTETO CH Ja MW3rPaJd YMEHHs 3a OHJIaliH oOOIlyBaHe H
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0e301acHO M3MOJI3BaHEe Ha UHTEPHET.

2. OcwpbuiecTBsBaT MOCTOSHEH KOHTPOJ 3a CUTCYPHOCTTa Ha JETETO CHU B
UHTEPHET.

3. IlposBsiBaT wMHTEpeC KbM aKTHMBHOCTTAa Ha JETETO CH B Mpexara,
BKJIIOYMTETHO U CHh3JaBAHETO HA MPO(UIN B COIUAITHU MPEKH U
peructpauuu B calToBe U MOOMJIHM TPUIIOXKEHUS, KAaKTO U Ja pPas3saCHIT
MOCNIEACTBHUATA OT CBH3/JaBAHETO W/WIM pA3MPOCTPAaHEHHETO Ha OIPEIEICHO
ChJIbpKaHUE.

4. Ilpu ycraHOBsiBaHe, 4e ICTETO UM € KEPTBA HA KHOSPTOPMO3, J1a CUTHAIM3UPAT
Ha oTxaen ,,KubepnpecrbnHocT" kbM ['1aBHA qupekuus
,,bop0a ¢ opranmsupanara npecrbiroct" (http://www.cybercrime.bg ), unullentspa 3a
Oezomacen wuHTtepHet(https://www.safenet.bg/), kakto u wMorar nma mTOThHpCAT
cpaeiictBue ot upeknus ,,ConuanHo moamomarane'" mo
MECTOXHMBECHE Ha JETETO C IeJ OKa3BaHe Ha MCHUXOJOTHYECcKa
mojJKpena Ha JneTero. B To3u chay4yail ga yBeIOMSAT W JIUPEKTOpa Ha
oOpa3oBaTesiHaTa UHCTUTYLHUS.

5. CbXxpaHsBaT 3ApaBeTO Ha JETETO, KaTO MPOCIEAsBaT BPEMETO 3a

W3I0JI3BaHe HA MHTECPHET.

0. YBeoMAT TUpEKTOpa Ha oOpa3oBaTelHAaTa UHCTHUTYI U, KOTAaTO UMCTaHE

M3BECTHO, Y€ JICTETO UM € OOEKT Ha TOPMO3 OT JPYyro JeTe, ¢ KOETO € B €THO U
CBHIO YYWIIHIIE.

Yact IlIl. O0mu npaBuja 3a 0e30macHo o0IyBaHe B MHTEPHeT 3ajenara
ydyeHUNUuTe (AZaANTHPAHM 32 TAX)

Kato gere W yuyeHWK CBhM JUIBXKEH Ja CIHa3BaM CJIEJIHHTE INpaBHia.
AKXO ce 3arTpydHsBaM B TAXHOTO pa3OMpaHe, Mora Ja IoJiyda IMOJKperna OT POAUTEIUIH OT
YUUTE, 32 1a MH OBbJaT OO0SICHEHU:

He nmaBam nmuHa wuHpOpMamms: MMe, apec, mapoja OT EIEKTPOHHA moma, mpoguiI B
cColMaiHa MpeXa, JIMYeHTele(OoHEeH HOMEp, JeTcKaTa TIpaJuHa/ydriUIIeTO, B KOSTO ydYa.

1. He naBam mHpopManus 3a MectopaboTaTa WM JIMYEH U CIy)KeOeH Terie(oHeHHOMED
Ha POJIUTEIIUTE, HACTOMHUIIUTE, OJM3KUTE, IPUATEIUTE, ChYUCHUIIUTE U MMO3HATUTE CH 03
TSAXHO pa3pelICHuE.

2. He w3npamiam W He KauBaM OHJIAWH CBOM CHMMKHU W BHjea, 0e3 Ipeau ToBa Jia €
00CBHJICHO U B3€TO PEIICHHE C POAUTEIIUTE MH.

3. He u3nparam u He KauBaM OHJIAH CHUMKH U BHJIea Ha TPUSATEIN, ChYUYCHHUIIH, POJIHUHH,
y4uTeNu, OM3KHU, TO3HATH U JTp., 6e3 mpeau ToBa a € 0O0ChACHO C TAX, a B CIy4auTe, KOrato
ce Kacae 3a MOU MPUATENH, ChYYEHHIIH, Ja € ChIIIACYBaHO OT TAXHACTpaHa M C POTUTEIIUTE
UM.
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4. He oTtroBapsiM U HE OTBapsM MpUKaueHU (ailloBe HA €ICKTPOHHA IMOMIA, MOJydyeHa
OT Hemo3HAaT nojarei. Tss Moxke Ja ChAbpiKa BUPYC WM Jpyra 3JI0BpEIHA POrpaMa, KOsTO
Jla yBpeAH KOMITIOThpa/Tenedona/Tadbiera Uiy Ja ro HarpaBuys3BUM 32 BBHIIEH JOCTBII.

5. lle ce mocwhBEeTBAM C POAMTEIUTE CH/YUWTEN, MPEAU Jla CBAJS WM WHCTAIUPAM HOBA
MpOrpaMa/IIpUIIOKCHIE Ha KOMITFOTHD, Tese(oH, TabieT, KakTo U He MPaBsi HAIO,KOETO MOXKE
Ja yBpeOW KOMIIOTBhpPA WJIM 4Ype3 JaJeHO JCHCTBHE Ja Ce pa3KpusAT JAaHHU 3a MEH U
CEMEICTBOTO MH.

6. Hemara, KOUTO TIpaBs B WHTEPHET, HE TPsAOBa Ja BPEIsAT HA JPYrH XOpa WIH Ja
MIPOTUBOPEUYAT HA YCTAHOBEHHTE MpaBWIia (4acT OT TAX Ca YPEICHU B 3aKOHH).

7. W3BecTHO MU €, 4e € 3a0paHCHO Ja Ce M3IMO0JI3Ba UYXKIO0 MOTPEOUTEIICKO HME,apoiia
Y eJICKTPOHHA TIOIIA.

8. He mumra u He kayBaM HUIIO, KOETO MOXE Jia € OOUIHO WIIM YHU3UTEITHO 332 MCHUJIH 32
JpyTH X0pa.

9. He3abaBHo wuHpopMHpaM Bb3pacTeH ( poauTen, yuUHTed, JUPEKTOP,
MeJarOTHYECKU CHBETHHK), KOTaTo TMOIMAaHa Ha MaTepHalid, KOUTO Me Kapar Jia ce YyBCTBaM
HEyJI00HO WJIM Ha MaTepHalid C BPEIHO WJIM HE3aKOHHO ChIBP)KaHWE, KOSTOMOXE Ja Obie
nmopHorpadusi, TNPOTOBSJBAHE HAa HACWIHE H TEPOPU3BM, CTHHUYECKA W PEIIMTHO3HA
HETOJIEPAHTHOCT, THPTOBHUS C HAPKOTHIIM, Xa3apT | Jp.

10. He otroBapsiM Ha CHOOIICHHS, KOUTO Ca OOWIHU, 3aIUIAIUTEIIHU, HENPHINYHUNIN
Me€ KapaT Jia ce 4yBCTBaM HeynoOHo. MHdopmupaMm poauTenuTe CU/KIacHUs pbKOBOAUTE,
YUYHUTEJN, AUPEKTOP, NMEAArTOTHYECKU ChbBETHHUK 332 TAKMUBACHOOIICHUSI.

11. Axo HAKOM Me OO0WXJa WIM TOPMO3M OHJIaliH, HE oTroBapsM. JlokimagBaM ro Ha
OTTOBOPEH BB3pacTeH (POIUTEN, YUUTEN, NUPEKTOP, MENarorHdecKd ChBETHHK). Moram cam
Ja JO0KJIaaBaM, KaTo TOJaM CHTHajl Ha caMHsl CalT WM Ha TIOCOYCHUTE aJIpecH:
www.gdbop.bg;www.cybercrime.bg; www.spasidete.com; www.facebook.com/bgcybercrime;
www.safenet.bg U ro 6noxupam. -

JlobOpe e na HampaBs BeHAra eKpaHHa CHUMKA (CKpUUHIIOT) Ha ChOTBETHUS Pa3rOBOP

WIN CBHABPKAHUE KaTO EJIEKTPOHHO J0KAa3aTelICTBO, KOETO IIpelaBaM Ha OTTOBOpPEH
BB3PACTEH (POAMTEI, YUUTEN, TUPEKTOP, NEJarorniecku ChBETHUK).

13 . BuumaBawm, korato pasroBapsiM B 4at. [Tomus npaBuiio Ne 1: e xopaTa OHIaiiH HEeBUHAT U
ca Te3H, 32 KOUTO Ce MPEJCTaBsAT M MOTAT Ja ThPCAT ompejerneHa uHpopManus, ¢ KOsSTo Jia
37I0yNOTPeOsT ¢ MeH Wi ¢ apyrure xopa. [IpaBumo Ne2 e ye He mpaBsi HUIO Ha JPYT YOBEK B
Mpekara, KOeTO He HCKaM Jla MH C€ CIIyYd M Ha MEH.

14. Ako ce ciaydu n1a momajaHa Ha MHGOPMAIMS WM APYTO ChAbpkKaHUE B Mpexara,KoeTo He
MU XapecBa WJM M€ IUIAIIM 10 HSIKaKbB HA4yWH, MOra Ja NOJaM CHTHaJl Ha JICHOHOIIHATa U
6e3mnarHa Hannonannara TenedonHa nuHus 3a aeua 116 111, va otnen ,, KubGepnpecrsnHoct" Ha
TOBOIL__ (http://www.cybercrime.bg/bg), wa ILlentspa 3a 6e30maceH  MHTEpHET Ha
anpec:www.safenet.bg, wim Ha Texuus Tenedon 124 123, unmmnpes yar-morysia Ha Www.safenet.bg

15. He TpH6Ba Ja IpuemMam CpeIiu € Jmia, ¢ KOUTO CbM CC 3aIo3Halr/a B HHTCPHET,0CBCH
CJICH ChIJIACUCTO HAa POJUTCIIMTC MHU. HOMHSI, 4¢ Xopara, ¢ KOUTO CC
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3alo3HaBaM OHJIAH, HE BUHArM ca Te3W, 32 KOWTO ce mpeacraBar. OmuTBaM ce BUHATH J1a
MpoBepsBaM Jajll YOBEKbT OTCpPEIla HAUCTHHA € TO3H, 32 KOTOTO C€ MPEACTaBs Ype3NpoBepKa
10 UMe, UMCJI, CHUMKA U KOHTPOJIEH BBIIPOC, HA KOWTO O TpsOBano Ja 3Hae OTroBOpa, akKo
€ HauCThuHa TO3H. HpI/I CbMHCHHC MOKC Ja IoaaM CUTHAJI WK Ja MOTHPCA CHBET IIPE3 cauTa
Ha llenTspa 3a OGe3omacen mHTEpHET WWW.Safenet.bg.

16. M3nomsBaM HACTpOWKUTE 3a OE30MACHOCT M 3al[UTaTa Ha JIMYHATE JaHHU Ha

COLIMAJTHUTE MPEKU, MOOUITHUTE IIPUIIOKEHUS U Opay3bpuTe.

17. M3nomBam QyHKIuATa 3a Oe3zonmacHo chpdupane. He mocemaBam caiiToBe B
MHTEPHET, KOUTO Ca ChC ChIbP)KAHUE, HETIOAXO SO 33 JIETCKA ayJUTOPHS.

18. UsnomsBam TpyaHH (IBITH, C TIABHH M Majkd OyKBH, IM(PH M ClEIUATHUIHAIIN)

Y Pa3JIMYHU 32 BCEKU CAWUT MapOJIH.

19. M3mnoi3BamM aHTHBHPYCHA MpoTpama, KOSTO CJIeIBa PEIOBHO Jie ce OOHOBsBA. 3aCIHO
C OTTOBOPHUTE BB3PACTHU (POAWTEIN, YUUTEN, TUPEKTOP), MOITbPKAMITOCIEIHUTE
aKTyaJM3WpaHN BEPCHH HA BCUYKH TPOTPAMU U MPUIOKECHUS.

20. Axo moi3BaM OOIIM KOMITFOTPH, BHHArM NPOBEpSBaAM JAIH CHbM H3JISI3BJI/H3IIA3]Ia OT
npoduia cu, cielx KaTo CBbpIIM yaca. B ciydail, ue Hamepst ycTpoicTBO, Ha KOETO JpYT
YYECHHK € paboTHI, HO HE € 3aTBOpWJI Mpoduiia CH, BeaHara Ie u3Jisi3ades aa mperyiekaam,
MIPOMEHSM WU J00aBsM nHpopMalus B podpuiia My.

KPATBK PEYHHUK U JOII'BJHUTEJHHU CBBETMH:

KAYBAHE M CIIOJAEJSHE HA CHUMKHN — CHUMKM WUJIHM BHACOHA
JeTe, YYCHUK, POJUTEN, YIUTEN, TUPEKTOP, TICUXOJIOT, PECYPCeH YUYUTEN, OJU3KU, IPUSTEIIH,
MMO3HATH WJIM HEMO3HATH JIMIIA ca MyOIMYHO JOCTHITHH M300paKE€HUsI B UHTEPHET, KOUTO MOTAT
Jla ca Ka4eHU OT POJUTEUTE W IPYTH YWICHOBE Ha CEMEUCTBOTO, MPUATEIH, ChYYCHUITU U JP.
Te3n, KOUTO ca TW CIOACIUIIN/KAYWIIA B UHTEPHET, MOXKE J1a MMAT M3IJI0 A0OpH HAMEPEHHS
KbM Hero/Hes. Ho TakoBa chabpikaHuE MOXKE Ja HAaKbPHSIBA JIMYHOCTTA M JIOCTOMHCTBOTO Ha
nunero. [IpenmopbunTenHO € MO HUKAKBB MOBOJ Ja HE CE€ KayBaT CHUMKHU Ha JIETe, 32 KOUTO
MMa U Hali-MaJKOTO ChbMHEHHE, Y€ MOTaT J1a My HaBpeIsAT U 0e3 HeroBo chriacue. CroaessHeTo
Ha CHUMKH € YECTO CPEIIaHO SIBJICHUE B COIMAIIHUTE MPEKH, 3aT0BA OCHOBHA MPETIOPHKa € TION00HN
CHMMKH JTa C€ CIIOZIEIIAT CAMO C XOpaTa OT CIMChKA ¢ TPUATEIM Ha YOBEKA, KOWTO MCKa Jla KAyl CHUMKATa,
U olle Mo-100pe — caMmo ¢ rpynaTta Ha Hail-OJMM3KM MpUSATENH OT peamHus KUBOT. BaxHo e,
KOraTo ceé CHUMa ChC CMapTQOH, a Ce YBEpHUTE, Y€ CHUMKHUTE HE C€ KauBaT aBTOMAaTUYHO B
npoduia Ha POJUTENS WM JETETO B caiiToBe karo MHcTarpam Hanmpumep. B npodunute cu B
COILIMANTHUTE MPEXH TpsiOBa Ja CTE€ CHUTYPHHM, Y€ CTE€ HACTPOMIIM JIOCThIIA JI0 CHUMKUTE CHU
Taka, 4e Jla ce BWXKIAT camo oT mnpustenaute Bu. ChII0TO ce OTHACS HM3a HACTPOMKHUTE Ha
00JauHU YCIIyTH, B KOUTO C€ CHABPKAT CHUMKU M MH(POpMAIIHSL.

OHJIAWH (KUBEP)TOPMO3bBT mnpencTaBisBa M3I0J3BaHETO HA HHTEPHET
3a HaHACSIHE Ha €MOLIMOHANIHA Bpe/a BhPXY APYTU Xopa. TopMO3bT BUHTEPHET MOKE Jla UMa
paznuunu ¢opmu. Toit Moxe a MHHaBa IMpe3 pa3NpOCTpaHsSBaHE Ha TOJUTPABATEIHU U
OOMJTHM CHUMKH W BHJICOKJIHMIIOBE B CAalTOBE 3a CIOJENsSHE Ha BUACOCHABPIKAHUE KAaTo
Vbox7 u YouTube, ch3naBane Ha danmmBu npoduiid ¢ OOUIHO ChIBPKAHUE B COIMATHH
mpexkn kato AsK.fm, ®eiicOyk m MHcTarpam, KakTo M B ChOOIIEHHS W H300paKCHUS B
MIPUJIOKEHUS 32 KOMyHuKanus kato Ckaiim u BaiiObp, Wi B U3NpamiaHeTo Ha OOUIHU
CHOOIICHHUS] ¥ KOMEHTapH, BCHIIUTE CAUTOBE U MIaT(HOpMHU.

KPA’XKBATA HA NNPO®UJI (xakHaT mpo¢ui) mpeicTaBiisiBa MPUCBOSIBAHETO Ha
qy)XJl TOTPEOUTENCKH Mpo(uia B COIMaIHA Mpexa, IuaTdopma 3ao0uryBaHe (Hampumep
DeiicOyK), eIeKTpoHHA mola uiau apyr cailT. KpaxOara craBa Bb3MOXKHA Upe3 BIM3aHE C
NpaBUJIHATa MapoJia ¥ HeWHaTa MOJMsSHA C HOBa M HEM3BECTHA 3a YOBEKa, Ha KOTOTO
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npuHaIIexKu npodmrsT. Be3mMoxHo € ciex kpaxkbara mnpoduiabT ga ce wu3moisBa 0e3
3HAaHHUCTO n ChIJ1aCUCTO Ha II'bpBOHAYAIHUA coOcTBeHUMK. AKO Ha JCTC 1o
3aJbJDKUTEIIHATA 3a MOBEUYETO COLMAIHU MPEXHU BB3pacT oT 13 roauHu (Ta3u BB3paACT €
TakaBa, 3allOTO I0- TOJsIMaTa 4acT OT MOIYJSPHHU COLMAIHUA MPEXH Ca aMEPUKAHCKUA U
MpaBMJIaTa 3a MOJ3BaHe ca ChbOOpPa3eHH C aMEpPHUKAHCKOTO 3aKOHOMJATEJCTBO) C€ Ch3/aBa
cobctBen mpodun BB DelicOyk, MHOTO € BaKHO TP M300pa Ha BB3PACT Ja ce u3depe moy
18 T'OJJWHHU, THUKATO 32 HEITBJIHOJIECTHUTE HOTpC6I/ITeJII/I nMa BaXXHU JOITBJIHUTCIIHU 3allluTH.

KPAKBATA HA JIMYHU JAHHM e Bux KOMHOIOTBPHO IPECTBIICHUE,IPU
KOETO Ce MPHUIOOMBAT UyKIU JIMYHHU JaHHH C 1e] (UHAHCOBA U3MaMa WU 3JI0yroTpeda KaTto
TErJIeHe OT OaHKOBa CMETKA, WM KaHIUAATCTBAHE 32 KPEAUT OT UyK/10 UMe. Ta3u OrnacHOCT 1o
MPUHIMUI HE 3acsira MO-MaJKUTE Jiela, KOUTO HE MPUTEX aBaT JIMYHU JOKYMEHTH, OaHKOBU
cMeTku win kKapth. Ho mpu tuiiHedmxbpute Haj 14-roauinHa Bb3pacT TO3M PUCK CTaBa
aKTyaJleH.

OUINUHI" ATAKUTE ca naii-pasnpoctpaneHata ¢opma Ha MHTepHeTH3MaMa U
IIAPOKO H3TMOJ3BaH MOXBAT OT KOMIIOTHPHU MPECTHITHHUIA 3a MOJydyaBaHE Ha
BaxkHa wuHpopmanus. ToBa mnpecTwhiieHHe ce Hapuda ,,pumuHr" (,,phishing"
3apu0sBaHe,
npousnu3a ot fishing — pubosoB), 3a10TO €NEKTPOHHUTE CHOOIICHUS, KOUTO Cepa3Ipaliar,

ca Karto ,,BHIUIH" ¢ OCHOBHA IIEJT MOTydYaTeNIuTe J]a Ce ,,XBaHAT" Ha TAX TMOPaH CBOSTAHEONMUTHOCT U
HEOCBEJIOMEHOCT, KaTo UM oTroBopsaT. Ilpu ¢umIMHTa HW3MaMHUIUTE pasmpamiar
€JIEKTPOHHA T0I11a, KOATO TMpEeTeHAMpa, Y€ HBa OT [MOYTEHAa KOMIIaHUSA U C€ OMUTBA Ja yOeau
nmoJiyyaTensl Ja Jajie BakHa JM4YHA Uiu puHaHcoBa uHpopmanus. EnekrpoHHoTo choOiieHue
O0OMKHOBEHO MOJIM J1a C€ M3MPATAIT JIMYHU JaHHU U JIaHHU 3a 0aHKOBa CMETKa B OTTOBOP WM Jia
ce BBbBeJAT HayeOCalT, KbM KOWTO MMa Bpb3Ka. Te3n NaHHU ca HApPUMEP MOTPEOUTEIICKH UMEHA,
Mapoju U HOMepa Ha KPEIUTHHU KapTH.

3AIIMTA HA KOMOIOT BPHUTE MPEXHW OT ONMACHAEJEKTPOHHA
MOIIA

1. He 1ps6Ba na ce mposiBsiBa MHULIMATHBA 3a NOJIy4YaBaHE HA UMEI mucMa, UHTEPHET
CTpaHMIIM, KOUTO Ipejylarar Oe3IUIaTHU WIM IJIaT€HH YCIYTW M CTOKH, YecTolpe/araiiy Jia BU
U3MparaT npoMorwu mo e-mail. OTkaxere TakaBa yciyra.

2. Wwmeiln aapechT ce crnozens camo npu Hyxzaa. Korato ce mpeaaBa mo eauHuIu
Jpyr INOBOJ, C€ BHMMAaBa 3a CJIIEJHUTE JIBE€ Hella: IbPBO [l OpraHU3alusaTa WINYOBEKBT,
KOUTO IO TOJy4yaBaT, L€ BU U3MpaTH HEKEJIaH HMEN; BTOPO, MOXKE JM Ja C€ pa3dyuTa, 4e
UMeIl azipechT HAMa Ja ObJie 1a/IeH Ha TPETO JIUILIE.

He ce orBapar umeiniute B HekenaHa nouia. Hukora He ce oTBapsiTe mpukayeHu (ailioBe B
ChOOIIEHHsI OT HEMO3HAT u3Mpam@ad. AKo He ce Mo3HaBa UMeTo Bmosiero ,,O1", He oTBapsiiTe
npuKayeHus Qaii.

4. AKo ce MOJy4Yd HEOYAaKBAHO CHOOIEHHE ChC CTPAHEH NpHKaueH (aiiia oTmo3Har
u3npamad, To OM MOTJIO Ja ChABPXKa BUPYyc. MHOTrO 3JOBpEJHU NMPOTpaMu ce
pasnpocTpaHsaBaT A0 BCUUKUM KOHTAaKTH, KOUTO HAMEPSAT B IOIIAaTa HA 3apa3eHUs] KOMIIIOTHP.
TakuBa cbOOIIEHUS YECTO UMAT CTpaHHA TeMa WM MMe Ha nmpukadeHus ¢aitn. Yecto ToBa e
IIETOBUTO CHOOIIEHHE, HAChpYaBall0 TOJydaTelssJa BUAM KapTUHKAa WM J1a MpoYere
NpUKaYeH TeKCTOBU (hailn. BuHaru M3uCKBalTEMOTBBPXKIACHUE OT M3Mpaliaya, MOpeau JAa
OTBOpPUTE CHOOIICHUE UITH MTPUKaueH (PaiIoT TaKbB BUI.

5. IlpoBepsiBa ce MBIHOTO UMe Ha mNpuKaueHus Qain. CKpUTHTE pa3IIUPEHUs OT
uMeTo Ha (paiiina MoraT z1a 3a0IysT 1a OTBOPUTE 3apa3eH npukadeH ¢ain ot umeitna. Bunaru



ce TpOBEpsBa JaIM HMMEWIT NPWIOKEHUETO I0Ka3Ba IBJIHOTO WME HalpuKadeHus Qai,
BKJIIOYHMTEIIHO pa3lIMpeHneTo. Bupycu u uepsen morar nia ce

ChIBpKAT BB (PaliIOBE, KOMUTO M3IJIEKIAT KAaTO KAPTHHKH, HAIIPUMEP C Pa3IIUpEHUE

Jpg. HO e BB3MOXHO J1a MMAaT CKPHTO pa3lMUpEeHUe, Karo .exe Wik .VOS KbM HMeTOHa
¢aiina, KOeTo 03HaYaBa, 4e MPUKAUYCHUAT (ailll HEe € KapTHHKA, a Mporpama, KosTo IIe ce
CTapTHpa, IIOM C€ OTBOPH NMpHUKaYeHHS (ail.

6. Buumama ce ¢ QanmuBHTE MPEeAYNPEKICHUS 32 BUPYCH.
danmuBUTE NPEAYIPEKICHHS 32 BUPYCH ca 3BecTHHU KaTo "hoaxes”. Tora e panmmBochoOIeHue,
KOETO IMOJIBEXK/1a MOTPEOUTENUTE /1a BSIPBAT, Y€ ca MOJyYHIIM BUPYC ¥ TH HAChpYaBa Ja MPEHpaTsIT
MpeIyNpexIeHUETO Ha BCEKH, KOTOTO TO3HABAT.

7. He orTBapsiiTe uMmein, cbabpKalll HeXelaHa peknama. Toll Moxe na Obae
M3IIOJI3BAH 3a TpeHacsHe Ha BUpycH H depBer. OT choOpakeHUs 3a CUTYPHOCTOU TPSOBAIO
Jla M3TpUBATe BCHYKUA PEKIAMHHU CHOOILICHMS OT HEMO3HAT M3IMpamiady BeaHara, 0e3 na ru
OTBapsITe.

8. He ce m3moimsBa camo enHa TOMIEHCKA KyTHS 3a BCHYKO. CHemnmaiucTuTe IMo
KHOEPCUTYPHOCT MPETIOPHYBAT JIa C€ OTKPHUBAT HAKOJIKO PA3IMYHH MOUIN U J]a Ce pa3eisaT Mo
npeIHa3HauYCHHE.

9. U306srBaiiTe ChHIO Taka Ja Tpemnpamiare MUcMa MEXIy HIKOJIKO BallH
TIOIIEHCKH KyTHH.

10. He e mpemopbsuMTeNHO [a Ce Mpempamar OucMa [0 HSIKOJIKO 4YOBeKa
enHOBpeMeHHO. OcoOeHO TakuBa, OT THIIA - IPENpaTeTe I'o 70 / YOBEKA U I BU CE CIIyYH HEII0
Xy0aBo" WM "moMoOrHeTe Ha 00JTHOTO MH JIETE, KaTO MPETPATUTE TOBA TUCMO HA MHOTOXOPa, €MH KOU
CH IIIe MM JlaJie 3a BCeKH 3 MMeiia 5 meHra, HanpuMep. Te3u nmucma ce pasnpocTpaHsBaT ¢ el
cpOMpaHe Ha JeWCTBUTEIHN UMEIIT aIpecH, Thil KaTo MPH IpemnpariaHe, KbM MICMOTO Ce T00aBsIT
AaBTOMATHYHO W aJIpecUTe HA MpeaHuTe noydarend.Cren HIKOIKO MpenpaniaHis, B IHO TaKoBa
MICMO Ce ChbOMPAT HAKOJIKO CTOTHIIM PEATHU MMEHJI aipeca, KOUTO CJIe]] TOBa Ce MPOAABaT Ha UpMH
3a CIaM.

11.Ako Bce mak HMCKaTe Ja MPEnpaThTe HAKAKbB TEKCT WM HH(OpMAIlHs, KOSTO CTe
TIOJTYYHJIH, KOTIMPAKMTE TEKCTA U TO U3IIPaTeTe KaTo HOBO MmicMo. He npenpariiaiite mpeaHoTo,BBIpeKH
Ye e MPUMaMIIMBO TIO-JIeCHO. Taka 111e npenasure NpUATeIUTE CA OT Ob/ICT CIIaM.

12. Ako TopajM HSAKaKBa MPUYMHA IBPXKHUTE Ja MPEHpPATUTe OPHUTHHAIHOTO MHCMO,
cinoxkere aapeca B BCC (Blind Carbon Copy) Bmecto B CC. Taka HUKOH OT MOJIy4aTeIuTe
HsIMA JIa BUIM aJJpECUTE Ha APYrutTe moaydarenu. [I[puunHara 1a ro usnoi3BaTe HE € Jla CKPUETe
TIOJTy4aTeNIUTe SIMH OT JIPYT, & J]a TY TpEIIa3uTe, B ClTydail ueajpecHara KHUTa WM elIeKTPOHHATa
TOII[a HAa HAKOM OT TAX CTaHE JOCThITHA HA CIlaM-00T(HapruMep Nopaay BUPyCHA HH(EKIHs Ha
KOMIIIOTbpa My).

13.Tlevanba ot notapus: He cre credemwd. CrnaMbpuTe HW3MON3BAT HAW-pa3IMYHA
NpUMaMJIMBH 3arjlaBus Ha IUCMara, 3a Ja HakapaT TNojy4aresis Ja T OTBOpH. MHOro
NOTPEOUTENH HAWCTUHA OTBapAT MOAOOHW mmcMma. Jlopu cien OTBapsHETO BexHara Jia ro
U3TpHETE, CAMOTO OTBApSIHE Ha MMUCMOTO O MOTJIO J1a TIOTBBP/IM, Y€ aJIPECHT € peajieH U BUECTE TO
MOJTYYHIIH.

14.0t1mucBaHe OT OrOJIETHH, 32 KOWTO HE MOMHHTE Ja CTe ce 3amucBai. YecTo cpela
METO/I, M3MOJI3BaH OT CIAMBPHUTE 32 HaMHpaHEe Ha aKTWBHHTE TOLICHCKU aapecH. M3mparia ce
OlOJIETUH C JHMHK 3a OTnucBaHe (YK) OT Tmoiy4aBaHeTo My. OTHOHCBAaKM Ce, BCBHIIHOCT
MOTPEOUTENST TOTBBPIKIABA, Y€ HM3IOJI3BA IMOIIEHCKAaTa KyTHs, ¢ KOETO BEIHAra BJIM3a B CIIaM
nuctute. BMmecto na ce orrucBare, OlOKHpaiTe MoJy4aBaHEeTO Ha IMCMa OTTO3H ajpec.

15.He otBapsiite micma, KouTo ca GUIIMHT ataku. Haii-100pusT HaYKH a Ce 3aIIUTHTE
OT (PHIIIMHT aTaKy € KaTo HUKOTa He OTBAPATE (PUILIMHT MMCMa, HO YECTO € TPYIHOIA Ce Pa3lio3Hae Koe
ncMo € uIMHr ataka. Mo)keTe J1a TH pa3ro3HaeTe 1no:



* O6pbmenuero € Dear Customer” unu "Dear User", a ue Bamero ume.

* B nucmoro nwume, uye akayHThT Bu me Obae npekpareH B ciydail, 4ye He
NOTBBPUTE JaHHHUTE cu HezabaBHO. /Hackopo cnambpuTe M3MOJ3Baxa MOJO0CH MOXBAT
korato Ckaint ce cpuna 3a 1 nmeH. PasmpocTpanuxa ChOOIIEHUsS, Y€ CKAWI IIe YUCTU
HEaKTHBHM aKayHTH M C€ MCKaIIle Jla ce pa3npaTu choOIIeHre Ha 1oHe 15 moTpeburens, 3a 1a

ce JIOKa)ke aKTUBHOCT./

* IMelrbT UJ1Ba OT aKayHT, IPUJIMYAILLl, HO HE €IHAaKbB C TO3U, KOMTO M3MO0J3Ba U3BECTHA(UpMa,
opraHusanus u Jp. AKO He CT€ CUTYPHM Jajlid MUCMOTO € (PUILMHI WIK He, Hali- 100pe € Ja He
OTBapsTE JIMTHKOBE, KOUTO ca IyOJIMKyBaHU B HETO, a J]a HAaIIMILIETe Ha pbKa aJipeca Ha caiiTa, KOMTO BU
€ HeoOX0 M.

* AKO cTe MOJyYWJIM TakoBa MHMCMO, 3a TpeIrnoydTaHe € Ja OnokupaTe ajapeca, OT KOHTO e
nsnpareHo. Koraro ro 61okupare, Bue naBare ykazaHus Ha HOLIEHCKUST KIIMEHT, Y€ TOBa € CIlaM U He
TpsiOBa Aa ce nmpuema. [loBedeTo nmorpedureny odave MPOCTO U3TPUBAT ClIaMa U TOMIIPOIbIKaBa Jia
W7Ba B KYTHATA.
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